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JonoJiHuTeIbHAA NPOdecCHOHAIBHAA POrpaMMa
npo(ecCHOHAIBHON MePenoAroTOBKU
«Ynpasiaenue | T-cepBucom npeanpusiTusi HA OCHOBE KOPNOPATHUBHBIX
BBIYHCJIUTEIBHBIX ceTel (€ yueToM craHaapTa BopJiaackuiuic no
komnereHnun «CeTeBoe H CHCTEMHOE AIMHHICTPHPOBAHHE)

1. eam peanu3auuu NporpaMmbl

JlononHutenbHas npodeccroHalibHas mporpaMma npohecCuoHaIbHOM MepenoaroTOBKH
HampaBjiIeHa Ha IMOJy4YeHHE KOMIIETEHIMH, HEOOXOIMMOW MJisi BBIOJHEHHS HOBOTO BHJA
npodeccuoHabHOM  AESITeTbHOCTH, MPHOOpPETEeHUE HOBOM KBadU(pHUKALMU, C Y4ETOM
cneuupukanuy crapaapra Bopiackwuic mo  kommeTeHuuu «CeTeBoe M CHCTEMHOE
aJIMUHHUCTPUPOBAHUEY.

2. TpeGoBanusi Kk pesyabratam o0ydeHusi. Ili1aHupyemble pe3yJbTaThl
o0yueHust
2.1. XapaKkTepuCTHKA HOBOI'0 BH/1a NMPO(ecCHOHAIbHON JeATeJbHOCTH, TPYAOBbIX
(pyHxuuii u (M1K) ypoBHEl KBaJIUPUKaLUK

n/n Coaep:xanue BHOBb (p)OpMHPYeMOi KOMIIETEHIMH

1 | AAMUHUCTPUPOBATH JIOKAJbHBIE BBIYUCIUTEIBHBICE CETH W TMPUHUMATH MEPHI TI0
YCTPAaHEHUIO BO3MOXHBIX cOO€B. AJMHUHHCTPUPOBAHUE CETEBBIX pECYpCOB B
nH(popmanmoHHbIX cuctemax. ObecrieueHne cOopa JTaHHBIX ISl aHATTN3a UCTIOJIb30BaHUS
U (YHKIIMOHUPOBAHUSA MPOrPAMMHO-TEXHHYECKHX CPEICTB KOMIIBIOTEPHBIX CETEeH.
B3aumoneiicTBue co crenuanicTaMyd CMEXHOro Mpoduiis mpu pa3paboTKe METO/OB,
CPEJICTB ¥ TEXHOJIOTUN MPUMEHEHHUsI 00BEKTOB MPOPECCHOHATHHON ACSITENTLHOCTH.

2 | YcraHOBKa, HACTPOMKA, SKCIUTyaTallusl U OOCITYy)KMBaHHE TEXHUYECKUX U MPOTPaMMHO-
anmnapaTrHble CpeJICTB KOMIBbIOTEPHBIX ceTell. [IpoBenenue npodunakruyeckux paboT Ha
o0BeKTax ceTeBOM MHEOPACTPYKTYphl U pabOUYMX CTAHIMSIX.JKCILTyaTallus CETEeBBIX
KoH(purypamnuii. Yuactue B pa3pabOTKe CXeM IOCIeaBapUHOTO BOCCTAHOBJICHUS
paboTOCOCOOHOCTH KOMIIBIOTEPHON CETH, BHIIOTHEHHE BOCCTAHOBICHUS M PE3EPBHOTO
KOIMPOBaHUs UHGOpPMAIUH.

3 |[IpoexTupoBanne KaOETBHON CTPYKTYpHl KOMIBIOTEpHOW ceTh. BpiOOp TexHojorHy,
MHCTPYMEHTAIBHBIX CPEACTB M CPEJCTB BBIYMCINUTEIBHON TEXHUKHU IPH OpraHU3aLNH
mporiecca pa3padOTKU M HCCIIEIOBAHUS OOBEKTOB MPO(ECCHOHATBLHON JESITEIbHOCTH.
Obecnieuenne 3amuThl HMHGOpPMAMM B CETH C HCIOJB30BAHUEM MPOTPAMMHO-
anmapaTHbIX CPENICTB. YdacTue B MPUEMO-CAATOUYHBIX HCIBITAHUSIX KOMIIBIOTEPHBIX
ceTeil M CETeBOro OOOPYAOBAaHMS pPAa3IMYHOTO YPOBHS U B OIEHKE KayecTBa H
SKOHOMMYECKOH 3(PPEKTUBHOCTU CETEBOU TOMOIOTHH.

4 | KoHTposb HajJ ceTeBOM WH(PPACTPYKTYypOHl C HCMOIB30BAHUEM HHCTPYMEHTATBHBIX
CPEICTB OKCIUTyaTallud CeTeBBIX KoHpurypamuii. OOecrneueHne MaKCHMAalIbHOM
CTAaOWJIBHOCTH TIPEIOCTABIISIEMBIX CETEBBIX CEPBHCOB. BoccTaHOBIEHHE HOPMAIbLHON
paboThI CETEBBIX CEPBUCOB B COOTBETCTBHH C TPEOOBAHUSMU PETIIAMEHTOB.




KBanudukamusi, npucBamBaeMas MO HWTOTaM OCBOCHUsS mporpamMmbl: CeTeBol u
CUCTEMHBIN aJIMUHUCTPATOP.

[Iporpamma pa3paboTaHa B COOTBETCTBHUH C:

- cnenudukanueit crannaproB Bopmackuiuic mo koMreTeHnnu «CeTeBoe U CUCTEMHOE
aJIMUHUCTPUPOBAHUEY;

- npodeccHoHAIBHBIM cTaHAapTOM «CHCTEMHBIH aJIMUHHCTPATOp WHGOPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX cucTemM» (yTBepxaeH mpukazoM Muntpyna Poccum ot 05.10.2015 Ne
684H);

- (denmepanpHBIM TOCYHAapCTBEHHBIM 00pa30BaTEbHBIM  CTAHAAPTOM  CPEIHETrO
npodeccuoHaibHOTO oOpa3oBanus W (wiau) Bbicmiero oOpaszoBanms «09.02.06 CereBoe u
CHCTEMHOE aIMUHUCTpHpOBaHKe» (yTBepxkacH MunoOpuayku Poccun ot 09.12.2016 Ne 1548)

K ocBoeHHIO pOTpaMMBbI JOITYCKAIOTCS JIUIIA, UMEIOIUE CpeHee MPOPECCHOHATBHOE 1
(wn) BeIcIIee oOOpa3oBaHHWe. MEIUIIMHCKHAE OrPaHUYCHHS periiaMeHTHpoBaHbl [lepeunem
MEJIMIIMHCKUX TPOTHBONOKa3annii Munsapasa Poccun.

2.2. Tpe6oBaHus K pe3yJIbTATAM OCBOEHHUSI IPOrPaMMBbI

B pesynbraTe OCBOCHHUS JOMOJHUTENBHON MPOPECCHOHATBHON MPOrpaMMBbl Y
CIIymIaTensi JOJDKHBI ObITh C(OPMHPOBAHBI KOMIIETCHLIMH, B COOTBETCTBUHU C paszgenom 2.1.
POTPaMMBIL.

B pe3yJsiprare OCBOEHUS IPOrpaMMBbl CIIyIIaTEIh JOJDKEH

3HAMD .

— COBpPEMEHHBIE TEXHOJIOTHUHU B NMpodecCHOHANbHOM cepe, B TOM unciie udpoBkIe;

- wucropuro aemxkenus WorldSkills International u Bopaackumic Poccus, mecto
JIBIKEHUS B PA3BUTUU MHPOBOM M OT€UECTBEHHOW CHCTEMBI MPO(HECCHOHATHEHOTO
0o0pa30BaHMsl U MOATOTOBKH;

— cTraHgapTel Bopnackuiic;

— TEXHUYECKOE OIMCaHWE KOMIETCHIIMM, BKIIOYas Ccrenu(UKaui CTaHIapTOB
Bopnackuniic no koMneTeHuuy;

— TpeOoBaHUs OXpaHbI TPY/A,

— OCHOBHBIE  TMPUHIMIBI  KyIbTypbl  Oe3omacHoro Tpyaa B oOrnactu
po¢eCCuOHAIBHON IeATETbHOCTH;

— TpeOoBaHus dS(PPEeKTUBHON oOpraHU3alMu padoyero Mecra U BBINOJTHEHUS
npodeccnoHanbHBIX padOT B COOTBETCTBHM CO CTaHAapTamMu Boprnackuimic u
cnenudukanyen cranaapToB BopiaaCKUIiIC Mo KOMIETEHITMT

— 0COOCHHOCTHM OOy4YeHHs B COOTBETCTBUM CO crHenuduKanued CTaHIapTOB
Bopnackumic mo KOMIeTeHIHH 00yJaronuXxcsi B 00pa3oBaTEIbHBIX OPTaHU3aIIASIX
Pa3IMYHOTO YPOBHS;

—  METOIUKH OpTaHU3aIHNH y4eOHO-TIPON3BOICTBEHHON ACSITEIIBHOCTH 00 yUarOIIHX CS
JUIS OCBOEHHUST WMH TMpo(dhecCHOHANBbHON AEeSITEeTbHOCTH B COOTBETCTBHH CO
cnenudukanuen cranaaptoB Bopaackumic

— METOAUKY OpraHu3alid M MPOBEJIEHUS JEMOHCTPAllMOHHOTO »JK3aMEHa B
COOTBETCTBHUU C 0a30BBIMH TPUHIIUIIAMH OOBEKTHMBHOW OIIEHKH PE3yJbTaTOB
MOATOTOBKH pabovmX KaapoB;

— TMpaBWia OIECHHUBAHUS  PE3YyJIbTATOB  JEMOHCTPAIIMOHHOTO  JK3aMeHa B
COOTBETCTBHUH CO CIEIM(PUKAINEH CTaHAAPTOB BOPIICKIILIC IO KOMIIETEHITNH;

— KOMIUIEKTHl ~ OIIEHOYHOM  JIOKYMEHTAallUM W  BapuaHThl  3aJaHud  AJid
JEMOHCTPAIIMOHHOTO dK3aMeHa 10 KoMmreTeHuu Bopiackumic;

— CYTh W OCHOBHBIC OTJINYHUS PabOTHl KOPIOPATHBHOW CETH HA OCHOBE JIOMEHOB H
pabouux Tpymr;



ocHoBHble Bo3MokHoctH Windows Server 2019 c¢ Active Directory mis
OpraHu3aIK KOPIIOPATUBHON CETH;

CHHTAaKCHUC OCHOBHBIX HWHCTPYMEHTOB KOMAHIHON CTPOKM Ui YIpPaBICHHS
00BEKTaMHU aKTHBHOT'O KaTaJora;

BO3MOXKHOCTH CEPBEPHBIX M KJIMEHTCKHUX ONEpalMOHHbIX crcTeM Enterprise Linux
MIPH TOCTPOSHUH KOPITOPATHBHBIX CETEH;

0a30Bble NPUHIMIBI (QYHKIMOHUPOBaHUS CTeKOB TporokonoB TCP/IPv4 u
TCP/IPV6;

COBPEMEHHBIC IOAXOJbl W TEXHOJOTHH CO3JaHUS W YIPABJICHUS OOJIBIIUMH
KOPIOPATUBHBIMU BBIYHCIIUTEILHBIMA CHCTEMaMH;

Ha3HAYCHUE, COCTaB M KIACCH(HKAIMIO CETel CBS3M HAa OCHOBE KOMMYTAIUH
KaHaJI0B, COOOIIEHHH U ITaKETOB;

MPHUHIUIIBI TIOCTPOCHHUS CHCTEM KOMMYTAIIUM KaHAJIOB U ITaKETOB;

OCHOBBI TEOPUH TeeTpaduKa,

MIPUHITUITBI TIOCTPOCHUSI KOMMYTHPYEMBIX CUCTEM AJIEKTPOCBSI3H;

MPHUHIUIBI IIE(PPOBOH KOMMYTAIUH;

BO3MOYKHOCTH COBPEMEHHBIX MPOMEKYTOYHBIX YCTPOMCTB M peaM3alud B HHUX
MEPCIEKTUBHBIX METOAOB CHUTHAJHM3AIMA M CHHXPOHHU3AIMH B KOPIOPATUBHBIX
BBIUUCIIUTEIILHBIX CETX.

ymembp:

BBITIOJIHATE TPO(ECCHOHANBHBIE 3aJaHWsl W peHIaTh MPAKTUYECKHUE 3a7a4yH
npodecCHOHaIbHOM  JESTENBHOCTH B  COOTBETCTBHM CO  CIEHU(HKALUeH
CTaHJapTOB BOpiacKuiuic Mo KOMIETEHIIHUH.

(bopMupoBaTh KyJIbTypy 0€30MacHOTO Tpy/Aa Y 0OYYarOIIUXCsS B COOTBETCTBUH CO
crienuduKanuel cranaapToB Bopiackuuic mo KOMIIETEHIHH.

OpPTraHU30BBIBATh y4eOHO-TTPOU3BOICTBEHHYIO NESATEIHHOCTh OOYYAFOIIUXCS JUIS
OCBOGHHMS HMHU HpPOPECCHOHATBHON JESITEIbHOCTH B  COOTBETCTBHM  CO
cnenudukanuen crangaptoB Bopaackumic

OLIEHUBATh pe3yibTaThl BBITTOJIHEHHS 00yJaromuMHCs 3aaHuH
JIEMOHCTPAIIMOHHOTO JK3aMeHa pa3palaThiBaTh M Pa3BEPTHIBATH KOMIUIEKCHYIO
MHPOPMALIMOHHYIO HMH(PACTPYKTYpy MPEANPHUATHN, BKIIOYAIOUIYI0 pabdouue
CTaHIIMH, CEPBEPHI M CETEBOE 00OPYIOBaHUE,

pa3BepThIBATh OCHOBHBIE CEPBHCHI, BKJIIOYasi CIYXObl KaTalloroB, pe3epBHOIO
KOIIMPOBAHUS, IIOYTOBBIE U JPYTUE MPUKIATHBIE CEPBUCHI;

WCIOJIH30BATh MUPOKUI HAOOP ONEeparMoHHBIX cucTeM U cepBepHoro [10;
pa3pabaTbiBaTb M pa3BepThiBaTh  KOMIUIEKCHYIO  HH(OPMAlMOHHYIO
UHOPACTPYKTYPY TPEANPHUSTHIA, BKIIOYAMONIYI0 paboune CTaHIUH, CEepBEPHl U
ceTeBoe 000pyI0BaHNUE;

pa3BepTHIBATH OCHOBHBIC CEPBHCHI, BKJIIOYAs CIYXObI KaTallOrOB, PE3epPBHOTO
KOIIMPOBAHUS, TIOYTOBBIC M IPYTUE IPUKIIATHBIE CEPBHUCHI;

MCIOJIb30BATh MUPOKUI HAOOP ONeparMoHHBIX cucteM U cepBepHoro I10;
3pGEKTUBHO OPTaHU30BHIBATH 3AIUIICHHBIE COCIUHEHHS CETeW NPEANPHITHH,
n0cTyn B IHTEpHET U UHBIE CETH;

yCTaHABJIMBATh M HACTPAMBATh YCTPOWCTBA OECIPOBOIHON CETH, KOMMYTATOPHI,
MapUIPyTU3aTOPBI U CPEJICTBA 3AIMUTHI HHPOPMAIINH;

OpPraHU30BBIBATH 3AIIUTY HHPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;
pa3padarbIBaTh JOKYMEHTAIIUIO HHPOPMAITMOHHON CTPYKTYPHI IPEIIPUSTHS;
yCTaHaBJIMBaTh U HACTPAaUBaTh CETEBbIE CEPBHUCHI Ha Oa3e mpoTokosoB IPv4 u IPV6;
yCTaHaBJIMBaTh, HACTPAUBATh U MOIEP)KUBATh BUPTYAIbHBIE CPEIbI;
OCYIIECTBIIATH IONUCK U YCTPaHEHHE HEUCTIPaBHOCTEH B paboTe MH(POPMAITMOHHBIX
CUCTEM U CETEM.



3.  Coaep:xaHue mporpamMmbl
Kareropuss cnymarenei:

rpaxxaaHe

cTapie

IATHACCATH

Je€T U

I'paXaaHe

IPEANEHCUOHHOIO BO3pacTa, MMEIOIIUE CpeaHee MpodeccHoHaIbHOe o0pa3oBaHuEe U (WIIN)
BbICIIEe 00Opa30BaHUE.
TpynoemkocTb 0OyueHus: 256 akaeMHUUECKUX YacoB.

®dopma 00yyeHHs: OyHasl.

3.1. YuyeOHblii IJIAH

B Tom uncne ®opma
KOHTPOJIS
N q . Bcero, IMPOMCIK.
0 AUMEHOBAHHUE MOYJICH
Y ak.uac. | joooo | TPAkT. 1
1 3aHSTHS | ATOT.KOHT
poIb
1 2 3 4 5 6 7
Mogyns 1. Ctangaptsl
Bopnackumic u cneunduxarus
cTaHaapToB Bopaackuiuic no
1. koMrieTeHu «CereBoe U 6 4 1 1 3a4er
CUCTEeMHOE a/IMHHUCTPHUPOBAHUEY.
Paznensl cnenudukanuu
Monynb 2. TpeGoBaHUS OXpaHbI
2. TpyZJa U TEXHUKU O€3011acCHOCTH 4 2 1 1 aqet
Monyns 3. CoBpeMeHHBIE
3. | TEXHOJIOTUH B IPO(heCCHOHATBLHON 2 1 - 1 3Q4eT
cthepe
Monyns 4. [lycko-Hanaaka 3
4. | uHppacTpykTypsl Ha ocHoBe OC 78 24 52 2 aqer nim
cemeticTa Linux IK3aMCH
Monyns 5. [lycko-Hanaaka 3
5. | unpacTpykTypsl Ha ocHoBe OC 72 24 46 2 aqer nim
cemeiictea Microsoft Windows JK3aMeH
Moy 6. [Tycko-Hanaka 3
6. | TEIEKOMMYHUKAIIMOHHOTO 78 24 52 2 ater nim
00opyIoBaHUS SK3aMCH
7. | UtoroBas arrecranus 16 - - 16 12
HUTOI'O: 256 79 152 25




3.2. Y4eO0HO-TeMATHYECCKHNH IJIAH

HaumenoBanue monyieit

Bcero,
ak.ac.

B Tom uncie

JCKIHH

MPAKT.
3aHATHUS

IPOMEXK.
u
UTOT.KOHT
poJb

®opmMma
KOHTPOJISL

2

6

Moayas 1. Ctangaprsl
Bopaackuiuic u cnenupurkanus
cranaaproB Bopiaackuiic no
KoMmreTeHuH «CereBoe H
CHCTEMHOE
aJMMHUCTpUpPOBaHue». Pa3mesnl
cneurpuKaun

3a4yer

11

AKTyallbHOE TEXHHUYECKOE
OIMCAHKE TI0 KOMITCTEHIIHH.
Crenndukanms crangapra
Bopiackuiic o KoMIeTeHIuu

1.2

HpOMe)KYTO‘IHaH aTTecranusa

Monayasb 2. TpeGoBaHUsI 0OXPaHBI
TPY/AQ U TEXHUKH 0€30MaCHOCTH

3a4ueT

2.1

TpeboBanust oxpaHsl TpyJa U
TEeXHUKH 0€30MacHOCTH

1.5

0.5

2.2

Crnenuduunblie TpeOOBaHUS
OXpaHbI TPYZa, TEXHUKH
0€30IaCHOCTH U OKpYXKarolein
Cpeabl KOMIIETEHIINT

1.5

0.5

2.3

HpOMe)KYTO‘-IHaH aTTeCTanusa

Moayanb 3. CoBpeMeHHBIE
TEXHOJIOTUH B
npogeccHoHaIbLHOM cepe

3a4€CT

3.1

CoBpemeHHbIe NPO(ecCHOHANbHBIE
TEXHOJIOTUHU B o0nactu
OpraHu3aly J0CTyna K oOMM
pecypcam.

0.5

0.5

3.2

CoBpemenHble TpodecCUOHATbHBIE
TEXHOJIOTUU B obnacTtu
OpraHu3aIu KOPIOPaTUBHBIX
CETEM.

0.5

0.5

3.3

[IpomexxyTouHnas arrectauus

3a4€CT




Moayas 4.  Ilycko-Hanaaka

4. | uadpacTpykTypbl Ha ocHoBe OC 78 24 52 3aueT
cemeiicrBa Linux
4.1 | Ocuossl Debian u CentOS Linux. 6 2 4
4.2 | Pe:xuMbl U JIOTTUPOBaHUE 12 4 8
4.3 | Pomm. Ilone3oBarenn. KOHTEKCTHI. 14 4 10
4.4 | Anpecarust B Linux 12 4 8
A5 OOmue cBegenns o Linux B 14 4 10
KOHTEKCTE Oe3omacHocTu/
BeInonHeHne KOHKYpCHOTO
3aaHus OIrKaiIero
HAIMOHAJILHOIO YEMITHOHATA B
4.6 | KOMIICTCHIIUY IO MOJTYITIO 18 6 12
Enterprise Linux. ITpaktuueckue
BOIIPOCHI OIICHKH BBIIOJTHCHHUS
3ajaHU.
4.7 | IlpomexxyTouHas aTTecTanus 2 - - 3a4er
Mopayib 5. IlIycko-Hanaaka
5. | uH¢ppacTpykTyphl Ha ocHoBe OC 72 24 46 3ayeT
cemeiicrea Microsoft Windows
00630p cemeiictBa cuctem Windows
51 Server 2019. 3 1 2
59 VYnpasnenue \}’/‘IeTHLIMI/I 3aUCSIMHU 5 9 4
II0JIB30BaTEIIEH.
53 VYrpapiieHHe YYETHBIMHU 3aIHCSIMH 4 1 3
TPYMN U KOMITBIOTEPOB.
54 Qaiinpl WM Manku. YHOpaBJICHUE 10 4 6
JTAHHBIMH.
Paspemienne wumen B Windows
5.5 | Server 2019. KoudurypupoBanue 9 3 6
DHCP-cepBepoB 1 KIHEHTOB.
56 Kondurypuponanue DHCP- 9 3 6
CEPBEPOB ¥ KIIMCHTOB.
5.7 | Cnyx0a RRAS. 11 4 7
BrinosiHeHME KOHKYPCHOTO
3aJaHus OIMKaiIIero
HAIlMOHAILHOIO YEMITHOHATA B
5.8 | KOMIeTeHIINY IO MOIYITIO 18 6 12

Microsoft Windows. [Tpaktuueckue
BOMPOCHI  OLIGHKM  BBINTOJHEHUS
3a/1aHHSsI.




5.9 | IIpomexxyTouHas arTecTauus 2 - - 2 3a4eT

Monayanb 6. Ilycko-Hanaaka

6. | Te1eKOMMYHUKALMOHHOIO 78 24 52 2 3ayer
000pyI0BaHUSA

6.1 | U3yuenue cetwu. 6 3 3 -

6.2 Hacrpoiika cereBoii onepannoHHON 6 3 3 i
CHCTEMBI.

63 CereBble IIPOTOKOJIbI u 18 4 14 ]
KOMMYHHUKAIHH.

6.4 | IP-agpecanus. 10 3 7 -

6.5 | Co3manue Majoin CeTu. 18 4 14 -

BrinosiHeHME KOHKYPCHOTO
3aJaHus OJIrKaiIero
HAIIMOHAILHOI'O YEMITHOHATa B
6.6 | KOMIIETeHIIUU IO MOYJIIO 18 6 12 -
Cisco Network. IIpaktuueckue
BOIIPOCHI  OIEHKH  BBIIIOJIHCHHS

3a/IaHMS.
6.7 | IIpomexxyTouHas arrectauus 2 - - 2 3a4er
7. | MToroBasi aTTecTanusi 16 - - 16 JliC)
JIeMOHCTpallMOHHBIN YK3aMEH 10
1 KOMIIETEHI[H 16 ) ) 16 A3
HUTOT'O: 256 78 158 25

3.3. YueOHas nporpamMmma

Mopayas 1. Ctanpaptsl Bopaackuiuic u cnenudukanus cranaapros Bopaackuiic no
komneTeHuH «CeTeBoe M CMCTEMHOe a/IMUHUCTPUPOBaHue». Pa3iensl cnenudukanum.

Tema 1.1. AxTyanpbHOE€ TEXHHYECKOE OMHCAaHWE TO KommeTreHuu. Crenuduranus
cTaHgapTa Bopaackuiic mo KOMOeTeHIUH.
Jlexums: [Imwxenue WorldSkills International u Bopanckwmic Poccust, Mecto ABHXKEHUS B
Pa3sBUTHU MUPOBON M OT€UECTBEHHOMN CUCTEMBI MPO(EeCcCHOHAIBHOT0 00pa30BaHUs U OATOTOBKU
Cranmaptel Bopnackumic u crienuukaiis craHaapToB BopiacKiic mo KOMIETeHITUH.
Paznensl cienudukanyu
[Tpaktudeckoe 3anstue: Padora ¢ WSSS. AHanmn3 0TeueCTBEeHHBIX 1 MEXKITyHAPOIHBIX MPAKTHK.

Monayasb 2. TpedoBaHusi OXpaHbI TPy U TEXHUKHU 0€30MACHOCTH.

Tema 2.1. TpebGoBaHus OXpaHbI TPyJa U TEXHUKU 0€30MaCHOCTH.

Tema 2.2. Crientudpuanbie TpeOOBAHMS OXpaHBI TPY/A, TEXHUKH 0€30TTaCHOCTH U
OKpYXKaroIllel cpe/ibl KOMIIETEHIMH.
Jlexumsi: OcHoBBI O6e30macHOro TpyAa U 3 PeKTUBHAS OpraHu3anus padbouero MecTa B
COOTBETCTBHUH CO cTaHAapTaMu Boprnackmic u cneuudukanueit cranaaproB Bopnackuic mo
KOMIICTCHIIMH.



[TpakTrueckoe 3ansTue: Pabora ¢ HOpMaTUBHON JOKYMEHTAIMEH 0 KOMIETeHITUH. Pazoop
IIPAKTUKU IPEIIPUATUN.

Moayap 3. CoBpeMeHHbIe TeXHOJOTHM B NpodeccHOHATbHOI cdepe, B TOM Yucje
uudposbie.

Tema 3.1. CoBpemeHHbIe TPo(ecCHOHANBHBIE TEXHOJIOTUH B 001aCTH OPraHU3aI|H I0CTYTIa
K OOIIMM pecypcam.

Tema 3.2. CoBpeMmeHHbIE NPOPECCHOHATBHBIE TEXHOJIOTUM B 00JacTH OpraHH3aIUH
KOPITIOPATHBHBIX CETEH.

Moayas 4. Ilycko-Hajaaka uHpacTpykrypbl Ha ocHoBe OC cemeiicTBa Linux.

Tema 4.1. Ocuossr Debian u CentOS Linux. (JieKIuu 1 IpakKTHYECKUE 3aHATHS).
Jlexruu: Peanusarust mozencii 6esonacnoctr B OC Ha 6ase sapa LinuX. ba3oBble MPUHIIMIIBI
paboThl cucTeMbl Oe3omacHoctd SELINUX.

Tewma 4.2. PexxuMbl 1 TOTTHpOBaHUE (JICKITUU U TIPAKTUYCCKUC 3aHATHA).
Jlekuuu: Pabota cuctemsr Oe3zomacuoctu Debian u CentOS. Crenuduka nposeneHus ayanrta
0€30MacHOCTH.
IIpakTHueckue 3aHATHS:

Tema 4.3. Ponu. [lons3oBatenu. KoHTEKCTHI (JIEKIMH U TPAKTHYECKHUE 3aHITHS).
Jlekuuu: Pabora ¢ ocHoBHbiMH Mexanuzmamu Debian u CentOS. Crneunupuka paboThl METOK
Debian u CentOS, pabora ¢ KOHTEKCTaMU O€30IIACHOCTH.

Tema 4.4. Anpecarus B LiNUX (JISKIMK ¥ TPAKTUYECKHE 3aHSITHUSA).
Jlekuuu: CriocoObl 6a30Boii aapecamuu B Linux. TIpumepbl HACTPONKH CETEBBIX MapamMeTpOB
Pa3IUYHBIX MTOJICUCTEM: CHIIBHBIC H C1a0ble CTOPOHBI PA3IMYHBIX TIOXOI0B.

Tema 4.5. O6mue cBeneHust 0 LiNUX B KOHTEKCTE O€30MACHOCTH (JICKIIMU U MTPAKTUIECKUE
3aHATHUA).
Jlexuuu: OcHOBHBIE TpUMeHsieMble B LINUX TexHOIOrHH 6€30MacHOCTH.
IIpakTHueckue 3aHATHS.

Paboma Nel.
3nakomctBo ¢ Debian u CentOS. Usyuenune xomana. Pabota ¢ monb30BaTeNsiMH, KaTaJOraMH,
daitnamu.
[lens paboThI
. NepBUYHBIH 3amyck LiNUX, co3aanue mosb3oBaTelieii 1 pabora ¢ HUMU;
o nepBuuHOe 3HakoMcTBO ¢ Debian u CentOS;
o u3ydeHue komana: man, id, Is, ps, mkdir, touch, cp, mv, rm;
o CO3MaHMe, KOMHMpOBaHMe, TmepemenieHue QaitnoB. I[IpocMoTp u cpaBHEHuHe
KOHTEKCTa 0€30MacHOCTH.
Paboma Ne2.

Bxirouenune\ssikimroucaue Debian u CentOS, daiin config, nepemnaya mapamMeTpoB 3arpy3Ku
Llens paboThI

o BKJITFOUeHHe\BbIKITIOueHre Debian u CentOS

o -proOpeTeHne HaBBIKOB yrpasiieHneM coctosaueM Debian u CentOS B cucreme;
o pabota ¢ daiiiom config.

Paboma Ne3.

Aymut Debian u CentOS. YTumutsel ayaura Debian u CentOS
[{ens paboTh

. U3Y4UTh paboTy ayauTa;

o u3y4duTh Qaiiin koHdurypamuu etc/audit/auditd.conf;
o U3YYUTh YTHIUTHI, KOTOpPbIE pabOTAIOT C ayJUTOM.
Paboma Ne4.

CmMmeHa poJsiell, IpUCBOEHHE poJjied moib3oBatensM, monbs3oBarenu Debian u CentOS, cmena
KOHTEKCTOB



I{ens paboThI
o HAay4UThCs paboTaTh ¢ mosb30BaTessiMu Linux, co3masare moib3oBateneit Debian
u CentOS;
o HAYYHTHCS TIPUCBAMBATH POJIH MOJIB30BATEISIM, & TAKIKE H3MCHATH UX;
o HAYYHUTHCSI MCHATh KOHTEKCTHI.
Paboma Nes.
COopka MOAYJIS TOJTUTHKH
L{enb paboThI

J HAYYUThCs pa3padaThiBaTh MOIYJIb MOJUTUKY;
o U3y4uTh 11e1b noautuku B Debian u CentOS.
Paboma Neb.

Co3nanue pacmMpeHus IOJIUTUKN 0€301aCHOCTH
L{eas paboThI

° U3YYUTh IOMEHBI, TIOHATH JUISl YeTO OHU HYXXHBI M HAYYUThCS UX CO3/1aBaTh;
° CO3/IaHHE PACIIUPEHHS ITOJIUTUKH O0€30IaCHOCTH.
Paboma Ne7.

IMonmutuka Oe3zomacHoctd MLS. Bximrouenne u ormanka MLS. Cosmanue moss3oBareis C
KOHKpeTHpIM MLS nuamnazonom
L{enb paboThI

o U3YYUTh MOJIUTHKY Oe3omacHocTn MLS;
o HAYYHUTHCS BKIIOYATh MOAYb MLS 1 npuMeHsITh ero;
o HAYYHTHCS CO3JIaBaTh mojib3oBareneit ¢ MLS auanazonom.

[ ]

Tema 4.6. BoinonHeHHe KOHKYPCHOTO 33/IaHHsI 110 KOMITCTCHIIUH.
Jlekuusi: BoinonHeHHe KOHKYPCHOTO 33/[aHus 110 KOMIIETCHIIMH: ITpaBuiia 0QOPMIICHHUS 1
Ipe/ICTaBICHNUS 3a1aHHs, He00X0AMMas JOKyMEHTAIHsI, KpUTEPUH OLIEHUBAHUS BBITOTHEHUS
3a1aHus
[NpakTrueckoe 3ansaTre: O3HAKOMIICHHE C 33J]aHUEM, TTIOATOTOBKA paboyuero Mecra, mpoBepKa
CTEH/Ia, pa3BepThIBaHNE, HAYAIbHOE KOH()UTYPHPOBaHKE, TECTUPOBAHKE M MOJrOTOBKA K
IKCILTyaTalu ceTeBoit HHGpacTpykTypsl ocHoBe OC cemeiicTa Linux
[IpakTHKa OIIEHKN KOHKYPCHOTO 3a/IaHHsI
[pakTrueckoe 3ansaTue: [IpakTHKa OLEHKH KOHKYPCHOTO 33/IaHHs: CYAeHCTBO Ha
neMoHcTparmonHoM sk3amene WorldSkills, mpaBuna npunsiTus pemenuit, pacnpeeneHue
CYAEUCKHUX POJICH, OTYETHAs JOKYMEHTAIU ¥ HE00XOIMMbIE IPOTOKOJIBI YeMITHOHATA

Monyas 5. Ilycko-Hamaaka nHppacTpykrypsl Ha ocHoBe OC cemeiicTBa Microsoft
Windows

Tema 5.1. O030p cemeiictBa cuctem Windows Server 2019 (yiekiuu U MpakTUYECKUE
3aHATHSA).
Jlexmu: GUI n Core. Server Manager, koacoiiu mmc. Poiu u tonoTHeHHS.

Tema 5.2. YnpaBieHue y4yeTHBIMH 3alIUCSIMM TOJIb30BaTeNIel (JIGKIMU U MPaKTHYECKUE
3aHATHUS).
Jlexuuu: DneMeHThl Y4ETHOM 3allucy MoJb30BaTelsd. Buasl nmen. [lapameTp nmoimTuky naposen.
[Tpodpumu. CriocoObl cOo3/aHUsT YYETHBIX 3alrced TMOJIb30BaTeNeH, rpadudecKkue OCHACTKUA M
0a3oBbIil ckpunTHHT B powershell.

Tema 5.3. VYmpamneHue yYeTHBIMH 3alUCSIMH TPYII M KOMIBIOTEPOB (JIGKIHHA U
IIPAKTUYECKUE 3aHSITHS).
Jlexuuu: Tunsl rpynn. OOnactu nedcTBus rpynmn. lcrnonb3oBaHHE JIOKANbHBIX, JOKAJIbHBIX
JIOMEHHBIX, ITI00ATBHBIX U YHUBEPCAIBHBIX IPYIII B H30JIMPOBAHHOM JIOMEHE U Jiece. DIEMEHTHI
y4eTHOH 3anucu Kommnbiorepa. CriocoObl ynpaBieHUs: y4ETHBIMU 3aIIUCSIMH KOMIIBIOTEPOB.

Tewma 5.4. @aitnibl 1 nanku. YpaBieHUue JaHHBIMU (JEKIMH U MPAKTUYECKUE 3aHIATHS).



Jlexmmm: FAT32 u NTFS. ACL-o6wektoB. UNC. 3ampersl u paspemieHusi, MPUOPUTETHI.
HacnenoBanue paspenienuii. [ pymibl ¢ orpaHUYeHHBIM WICHCTBOM. KBOTHI, (haillIoBbIC SKpaHBI.

Tema 5.5. Paspemenne umen B Windows Server 2019 (JieKiiuu 1 IpaKTHYECKUE 3aHATHS).
Jlekumu: DNS u NetBIOS. DNS-30nb1. 3anucu pecypcoB. Forwarding u AD. CpoiictBa DNS-
cepepa. Mexanuszm pabotel DNS-knuenTa.

Tema 5.6. Kondurypuposanne DHCP-cepBepoB u KIMEHTOB (JIEKIMU U MPAKTHYECKUE
3aHATHSA).

Jlexiuu: YcraHoBka u ynpasieHue ponbio DHCP. ABTtopu3sanus B joMeHe. SCOPE: Auarmas3oH,
UCKITIOYCHUSI, Pe3epPBUPOBAHHKE, TOMOJHUTEIbHBIC cBoMcTBa. Failover.

Tema 5.7. Cnyx0a RRAS (Jiekunu 1 IpaKTUYECKHE 3aHATHUS ).

Jlexnmu: Cratnueckue mapuipytel. RIPV2. MapmpyTtuzanusi BeI30BoB 110 TpedoBaHuio. Ceppep
yaanennoro poctymna. Hacrpoiika VPN.
[TpakTHueckue 3aHsTHS.

Pabota Nel.

[TonroroBka paboyero mecta. B aToii pabote OyayT co3maHbl B€ BUPTyalbHbIE MAIIUHBI O]
ynpaeiaenuem Windows Server 2019. O6e marumHbl OyAyT HaXOAUThCS B OJHOM moxacetu. Ha
OJIHOI M3 MamH OyIyT YCTAaHOBIIEHBI POJIM KOHTpOJIEpa ToMeHa contoso.com u DNS-cepsepa.
Bropast mammna Oyzer caenaHa 4ieHoM JoMeHa Contoso.com.

PaGora Ne2.

Coznanne koHcodel. B aToit pabote OynyT co3/1aHbl, HACTPOEHBI U COXpaHeHbl KoHcolb MMC, a
TaK)Ke HACTPOEHA KOHCOJIIb AJIs YIaJI€HHOTO yIPaBICHHS KOMITBIOTEPOM.

Pabora Ne3.

Co3nanue u ynpaBieHue oObekTaMu Mosib3oBaTeneil. Ha srtoil nmabopatopHoit paGore OynyT
CO3/1aHbl TpU 00BEKTA MOJIb30BATENIEN U U3MEHUTE UX CBOMCTBA.

PaGota Ne4.

VYnpasnenne npodunsmu moip3oBareneidl. Ha atoit maGopaTtopHoii pabore OyayT co3maHbI
nepeMenaeMblii M MpeJHACTPOSHHBINM mepeMenaeMblii TpoQuiIn MOJb30BaTeNsl, a TaKkKe
00s3aTeNbHbIN rPynnoBoi Npopuib.

PaGota Ne5.

[IpoBepka moIMHHOCTU: O€30MaCHOCTh M yCTpaHeHHWe Hemosianok. Ha atoi maGoparopHoi
paboTte OyayT HaCTPOEHBI MOJIMTHKH ayIUTa B JOMEHE, 3aT€M CTeHepUpOBaHbI COObITHS BXoa. B
3aKIII0YeHHE OYIyT MPOAHAIM3UPOBAHBI PE3YIIBTATHI ATUX BXOJIOB.

PaGota Ne6.

VYrpasieHne y4eTHbIMU 3aucsiMU Tpymil. B 3Toil mabopatopHoit padoTte Oy1yT CO3AaHbI IPYIIIBL,
U3MEHEeHbl MX O00JIaCTH JEeHCTBUSA, U3y4YeHbI pa3IyHble KOMOWHAIMM WIEHCTBA U IpPUMEHEHa
yrunuta LDIFDE.

Pa6ora Ne7. komnbroTepoB. Ha stoit mabopatopHoii pabote OyayT CO3AaHbI yUETHBIE 3aITUCH
KOMITBIOTEPOB TIpH TIomot| KoHcoiu Active Directory — noawzoeamenu u komnviomepsi i KOMaH/IbI
DSADD.

VYnpaBieHrne y9eTHBIMU 3aITUCSIMH

PaGora Ne8.

VYnpasnenue o0mumu pecypcamu. Ha 3Toit mabopaTopHoit pabote OyaeT HacTpoeHa oO1ias marka
u m3meHeH ee ACL. [lanmee Oyner mponenaHa paboTa C BiaJeHHeM oObeKkTaMu (ailioBoit
CHCTEMBI.

Tema 5.8 BrinonHeHne KOHKYPCHOTO 33JJaHHs 110 KOMIIETEHIIH
Jlexuwsi: BrImosHEHNE KOHKYPCHOTO 33JaHHs TT0 KOMIIETEHITUH: TTPaBwiia 0()OPMIICHUS U
IpeJCTaBICHUS 3aJaHNs, HEOOX0IMMast JOKYMEHTAIs, KPUTEPUH OLICHUBAHUS BBIIIOJTHEHUS
3aJJaHAS
[TpakTuyeckoe 3ansTue: O3HAKOMIICHHE C 3a/laHUEM, TIOJTOTOBKA paboyero MecTa, IpoBepKa
CTEeH[Ia, pa3BepThIBaHUE, HAYaJIbHOE KOH(DUTYpUPOBaHUE, TECTUPOBAHUE U TIOJrOTOBKA K
DKCILTyaTanuu cereBoil mHdpactpykrypsl ocHoBe OC cemeiictBa Microsoft Windows
[TpakTHKa OLIEHKH KOHKYPCHOTO 3a/laHus



[IpakTrueckoe 3ansTue: [IpakTuka OIleHKM KOHKYPCHOTO 3a/IaHus: CyJeUCTBO Ha
nemoHctparnoHHoM 3k3amene WorldSKills, npaBuia npunsaTus perienuit, pacipeacicHue
CYJIEHCKUX pOJIel, OTYETHASI JOKYMEHTAIUsl U HEOOXOAUMbIE MPOTOKOJIBI IO IPOBE/ICHUIO
yeMIuoHaTa

Monayas 6. Ilycko-HajaiKa TeJJeKOMMYHHKAIIMOHHOTO 000py10BaHUS

Tewma 6.1. I3ydeHue ceTu (JEKIUH U MPAKTHYCCKUE 3aHIATHS).

Jlektuu: Ha cBsisu co Bcem mupom. Jlokambabie cet (LAN), rimobanbubie cetu (WAN) u
Untepuer. Ceth Kak miardopma. [locTosHHO MeHstoIascs ceTeBas cpefa.

Tema 6.2. Hacrtpoiika ceTeBOW OMNEPAIMOHHOW CHCTEMbI (JIEKIUA W TMPAKTUYECKUE
3aHATHA).

Jlexuuu: Pegakumu Cisco 10S. ba3zoBas HacTpoiika ycTpoiicTB. CXeMBbI a/IpecaliiH.

Tema 6.3. CeTeBble MPOTOKOJIBI 1 KOMMYHHUKAIIUU (JIEKIIUU U IPAKTHUYECKUE 3aHATHUSA).
Jlexuuu: [IpaBuna kommyHukauuid. CeTeBble IPOTOKOIBI U cTaHAapThl. [lepenaya TaHHBIX B CETH.
Crnenudukamnus mportokoia Ethernet. Kommyraropsr snokansubix cereir (LAN). ITporokor
paspettieHrst apecos (ARP).

Tewma 6.4. IP-anpecanus (JIEKIUHA U MPAKTHYCCKUE 3aHITHS ).

Jlexiuu: CereBbie IPv4-anpeca. CereBoie |IPV6-anpeca. IIpoBepka moakmroueHus. Pasznenenue
IPv4-cetn Ha moacetun. Cxemsl aapecanuu. OcoOeHHOCTH TpoekTupoBanus IPV6-ceTu.
Tema 6.6. Co3nanue manoii cetu (JIEKIUU ¥ MTPAKTUYECKHUE 3aHATHU).
Jlexuuu: IlpoextupoBanue cetu. besonacHocTs cetu. OCHOBHBIE paboyne XapaKTEPUCTUKHU CETH.
[MpoektupoBanue nokamsHoM cetn (LAN). Kommyrupyemass cpena. basoBas HacTpoiika
KoMMyTaTopa. bezomacHocTs KOMMYyTaTOpa: ynpaBlieHHuE U BHeApeHue. HadanmbHas ycTraHOBKa
mapiipytusaropa. Pemenuns mapmpyruzanun. [IpuHIUns paboTel MapIIpyTH3AIIH.

[IpakTuueckue 3aHATHS:

Pabora 1.

VceranoBka CiscoPacketTracer. M3ydeHne BO3MOXHOCTEH Cpely MOJISTHPOBAHUS
JOKaJbHBIX ceTel. Ilepechlika MakeToB MEXay yCTPOHCTBAMH.

PabGora 2.

W3yueHne BO3MOXKHOCTEH  yIpaBJIeHUS KOMMYHHKAIIHOHHBIM  00OPYIOBaHUEM.
[ToakiaroueHue K MapIIpyTH3aToOpy U KOMMYTATOpPY 1O KOHCOJIH.

Pabora 3.

Pazpabotka cxem ajpecanuu B ceTH. Boruncienue auana3zoHoB nojcetu. Ha3HaueHue
CTaTUYECKHX aJ[pecoB HHTep(delicaMm MapIIpyTH3aTopa.

Pa6ora 4.

Cratnueckass ~MapmpyTtu3anms. HacTpoilika CBS3HOCTM B CETH M3 CTpex
MapuIpyTU3aTOPOB.

Pab6ora 5.

Junamuueckass Mapmpytuzanus. AkTuBanus mnpoTokona RIP  Ha Heckombkux
MapIIpyTru3aTopax. Y CTaHOBJICHHE OTHOIICHHI COCE/ICTBA B TMHAMHUYECKOW MapIIPyTH3AIINH.

PaGora 6.

basoBas HacTpoiika kommyTtatopa. VLAN. Obecnieuenne 0Tka30ycTOMUYMBOCTH KaHaja —
Hactpoiika Etherchannel.

Tema 6.5. BeimostHeHIE KOHKYPCHOTO 331aHUS TI0 KOMITETCHIINN
Jlexuusi: BolnosaHeHne KOHKYPCHOTO 33aJaHHs [0 KOMIIETEHIINH: ITpaBuiia 0(OpMIICHUS U
NpeICTaBICHUS 3aJaHNs, HEOOXO0MMast TOKYMEHTAIs, KPUTEPUH OIICHUBAHUS BBITIOJTHEHUS
3a/1aHus
[TpakTdeckoe 3ansTre: O3HAKOMIICHHE C 3a/IaHUEM, TIOJIrOTOBKA pabovyero MecTa, IpoBepKa
CTEH[Ia, pa3BepThIBAHUE, HAYaJIbHOE KOH(DUTYpHPOBAaHUE, TECTUPOBAHUE U IOJTOTOBKA K MyCKO-
HaJlaJIKe TeJIEKOMMYHUKAITMOHHOTO 000pYyIOBaHUS
[TpakTHKa OLIEHKH KOHKYPCHOTO 3a/1aHUs



[IpakTuueckoe 3ansTue: [IpakTuka OIEHKM KOHKYPCHOTO 3aIaHus: CyJeUCTBO Ha
nemoHctparnoHHoM 3k3amene WorldSKills, npaBuia npunsaTus perienuit, pacipeacicHue
CYJIEHCKUX pOJIel, OTYETHASI JOKYMEHTAIUsl U HEOOXOAUMbIE MPOTOKOJIBI IO IPOBEICHUIO
YeMIIMOHaTa.

3.4. KajnengapHublii yueOHblii rpaguk (mops10k Mojay.Jieii)

[Tepuon oOy4yeHust HanmenoBanue monyiis
(menemu)”

1 menens Monyns 1.

JleMOHCTpallMOHHBIN YK3aMEH

*TouHBIN MOPSAJIOK peaTu3aluy MOy el (IMCIUIUIMH) O0yUeHUs ONpEAeIsaeTCs B paclluCaHuu
3aHATU.

4, Opra}m3auuonno-nenaroruqecmle yYdioBus peajin3alluu MporpaMmmbl

4.1. MarepHaibHO-TEXHHYECKHE YCJIO0BHSA Peau3allMi IPOrpaMMbl
HanmenoBanue . HaumenoBanue o6opynoBanusl,
Bun 3aparui
MIOMEILICHUS IPOrpaMMHOr0 0OecreueHust
1 2 3
Aynuropus Jlexuun Komnerorep, MyJIbTUMEUITHBIN

MIPOEKTOP, PKpaH, A0ckKa, Gpuumaapt

JlaGopaTopusi, JlabopaTopHbie U O6opynoBanue, ocHaIIeHnEe paboInx

KOMIBIOTEPHBIN KJIacc MPaKTUYECKHE 3aHATHS, MECT, UHCTPYMEHTBI U PACXOJIHBIE
TCCTUPOBAHUC, MaTcepHraibl — B COOTBCTCTBHUHU C
JIEMOHCTPAIIMOHHBIN UHGPACTPYKTYPHBIM JIHUCTOM 10
IK3aMeH KomreTeHIH Boprackuiic

4.2. Y4eOHO-MeTOaMYECKOe ofecrevyeHne mporpaMmmsl

1. TexHuyeckas JOKyMeHTaluss 1o KomreTeHuuun «CeTeBoe U CHCTEMHOE
aJIMAHUCTPUPOBAHHEY;

2. KOHKypCHbIe  3ajaHusi 1o  kommeTeHuuu  «CereBoe M CHCTEMHOE
aJIMAHUCTPUPOBAHHEY;

3. 3ajaHue JEeMOHCTPAIlMOHHOTO 5K3aMEHa I10 KOMIETEHIMH M0 KOMIIETECHIIMU
«CeTeBoe U CHCTEMHOE aIMIHACTPHPOBAHHEY;

4.  meyaTHbIEe pa3JaTOYHbIE MaTepUaJIbI I CIylIaTeNen;

5.  yuyeOHbIE TOCOOUS, 3/IaHHBIE M0 OTAEIBHBIM pa3/eiaM MPOrpaMMbl;

6.  oTpacieBble U APYrHue HOPMATHUBHBIE JOKYMEHTHI.

OcHoBHas uTEpaTypa
1. babaw A.B. VadpopmanuonHas Oe30MacHOCTb. JlaGopaTopHBIN MPaKTUKYM:



Yue6Hoe nocodue / A.B. babam, E.K. bapanosa, FO0.H. Mensaukos. - M.: KnoPyc, 2013. - 136 c.

2. Oodom V. OpunmanbHoe pykoBoACTBO CiSCO MO MOATOTOBKE K CEPTU(DUKAIIMOHHBIM
sk3ameHaM CCNA ICND2 200-101: mapmpyTtusanusa u kommyTtanus. — M.: Bunssimc, 736 ¢, 2015.

3. Oodom V. Opunmanbaoe pykoBoACTBO CisCO MO MOATOTOBKE K CEPTU(DUKAIIMOHHBIM
sx3ameHaM CCENT/CCNA ICNDI1 100-101. — M.: Bunesamc, 912 ¢, 2015.

4.  MunaccuM. uop. Windows Server 2012 r2. [ToinHOe pyKOBOACTBO (B 2-X TOMax).M.:
Bunesamc, 2132 ¢. 2016.

5. Panek W. MCSA Windows Server 2012 r2. Complete study guide. Sybex, 946 c.
2013.

6.  Boumose H. Anmunuctpupoanue RedHatEnterpriseLinux. JIMK Ilpecc, 1220 c.
2011.

7. Hlanveun B.@. NudpopmarmonHas 0€301MacHOCTh KOMITBIOTEPHBIX CUCTEM U CETeHl:
VYuebnoe mocodue / B.®. [llaasrun. - M.: U] ®OPYM, HUL] UHD®PA-M, 2013. - 416 c.

JlomoJTHUTeIbHAS JIUTEpaTypa

1.  E¢umosa JILJI. WudopmanmonHas Oe3omacHOCTh jereid. Poccuiickuii u
3apyOeskHbIi onbiT: MoHorpadus / JILJI. Edumosa, C.A. Kouepra. - M.: KOHUTU-JJAHA, 2013.
-239c.

2.  llapmeixa T.JI. Wndopmanuonnas Oe3onacHocTh: YdeOHoe mocobue / T.JL
[Tapteika, U.U. [Tonos. - M.: ®opym, 2012. - 432 c.

3. Ilempos C.B. Undopmanmonnas 6e3omacHocTh: Yuebnoe nocodue / C.B. [leTpos,
W.I1. CaunbkoBa, B.B. I'aduep. - M.: APTA, 2012. - 296 c.

Ilepuoanyeckue U3JaHUA
1. XKypuan «UT undpacrpykrypa ousneca / 1T Expert».
2.  DIeKTpOHHBIN HAYYHBIN )KypHAI «YIIpaBlieHUEe SKOHOMUYECKUMHU CHCTEMAMM.
3. XKypnan «MH(pOopMaMOHHBIE CUCTEMBI M TEXHOJIOTHUIY.

HNurepHer-pecypcnl

1. CNews: u3zganue O BBICOKMX TEXHOJOTHAX [DJEKTPOHHBIA pecypc]. — Pexum
nocrtyma: http://www.cnews.ru.
2. Intelligententerprise ~ [Dmextponusiii  pecypc]. —  Pexum  jmocryma:

http://www.iemag.ru.

3. DnextpoHHO-OMOIMoTeunbie cuctemsbl (IBC):

3.1. Jlanb [DnexTpoHHBIH pecypc] — locTyn K JaHHBIM: OTKPBITHINA. — Pesxum ocryma:
http://e.lanbook.com/

3.2. YHuBepcuterckas OubOaMoTeka OHIAWH [DnekTpoHHbIH pecypc] — HocTynm K
JIAHHBIM: OTKpBITHIA. — Pexxum nocryma: http://www.biblioclub.ru/

3.3. ibooks.ru [Dnekrponnslii pecypc] — JlocTyn K JaHHBIM: OTKpPBITHIA. — Pexxum
noctyma: http://ibooks.ru/

4.  CereBas axamemus CiscO [DnekTpoHHBII pecypc]. — Pexum nmocryna:
http://netacad.com.

5. OduuumanbHelii caliT orneparopa MEXIyHAPOJAHOTO HEKOMMEPUYECKOTO JTBUKECHUS
WorldSkillsinternational - Coro3 «Monoasie mnpodeccuonans (Bopaackumic Poccus)»
(amexTpoHHBIN pecypc) pexum goctymna: https://worldskills.ru.

6. EnumHas cucrema akTyaJdbHBIX TpeOoBaHH BOpIICKuiUIC (3JEKTPOHHBIN pecypc)
pexum pocryna: https://esat.worldskills.ru.

4.3. Kaaposble ycJI0BUSl peaju3allMi NPOrpaMMbl
KonnuectBo IIIC (pusznueckux muil), MPUBICUYEHHBIX AJS pealu3alii MpOrpaMMbI
yeil. U3 Hux:


https://worldskills.ru/

- CepTuduIUPOBAHHBIX IKCIEPTOB BOPIACKUIIIC 1O COOTBETCTBYIONIEH KOMIETEHITUN
qell.

- CepTuuuupoBaHHBIX 3KCHEPTOB-MAcTepoB BOpiACKUUIC MO COOTBETCTBYIOIIEH
KOMIICTCHIINH 4.

- DKCHepToB C MPaBOM MPOBEACHUS YEMIIMOHATa MO cTaHaapram Bopiackuiuic mo
COOTBCTCTByIOH_Ief/'I KOMIICTCHIIUHU qcClJl.

- OKCIepTOB C MPaBOM OICHKH JEMOHCTPAIMOHHOTO 3K3aMeHa II0 CTaHJIapTaMm
Bopapckumic  yen.

Haunnbie [1T1C, npuBaedeHHBIX 1)1 pealin3alii IPOrpaMMBbl

Ne 5(0) Cratyc B SKCIIEpPTHOM JIOJIKHOCTB,
/T Co00IIeCTBE HaMEHOBAHUH
Bopaackumic ¢ OpraHu3auu

YKa3aHuEM KOMIICTCHIINU

5. OneHka Ka4yecTBa 0CBOEHHS POTPAMMBI

[IpomexxyTouHast arrectalusi MO MPOrpaMMe IpPeJHA3HAUYEHA [JISl OLICHKH OCBOECHUS
ciIymiatenaeM MoayJiel (pa3enon, JUCIUILINH) TPOrpaMMBbl M IPOBOJAUTCS B BUJIE 3a4€TOB U (WIIN)
sk3aMeHOB. [lo pe3ynabTaram mH000ro M3 BUAOB MTOTOBBIX IMPOMEXKYTOUHBIX MCIBITAaHHM,
BBICTABJISIIOTCSI  OTMETKM 1O JABYXOQJIBHOM  («yIOBIETBOPHUTEIBHO»  («3aUTEHOY),
«HEYJIOBIIETBOPUTEIBHO» («HE 3auTE€HO») WM 4YeTblpeX OabHOW cucteMe («OTIIMYHO»,
«XOpOILI0Y», «YAOBIETBOPUTEIBHOY», «HEYAOBIECTBOPUTEIHHOY).

HTorosas arrecTanus NpoxoauT B popMe JEMOHCTPALIMOHHOTO SK3aMEHa.

JI71s UNTOTOBOM aTTECTAIlMK MCIIOJIB3YETCsl KOMIUIEKT OlleHOYHOM gokymenTaruu (KO/)
Ne2.1 no komnerenuu «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

6. CocraBuUTeIH NPOrPaMMBbI

Viimun Auton ['puropsesud, npenogasarens, YPTK um. A.C. [TonoBa, CCNA, CCNAS,
LPIC, MOS, ceprudunupoBaHHbIil SKCHEPT, MEHEIKEp KoMieTeHInn «CeTeBoe U CUCTEMHOE
AJIMAHUCTPUPOBAHHEY.

Maxnsirun Erop HUropeBud, riaBHBIN CIIEIUATUCT MPOSKTHO-aHATUTUYECKOTO OTAEa
Axanemuu Bopnackwmmic Poccusi, Coro3 «Monosbie mpodeccuonanst (Bopaackumic Poccus)y.

®UO, 1omKHOCTb, MECTO PAOOTHI, YUEHasi CTENCHb U 3BaHKE (MPH HAIUYHMM), CTATYC B
IKCIEPTHOM cooOIIecTBe Bopmackumic.



